






























Employee Mobile Device Acknowledgement Form (Page 2 of 5)  

Box 1 Cont. 
 

Notice to Users who are returning mobile devices: You have an obligation to preserve all records for the purposes  
listed or described in the above paragraph that are located on your current mobile device(s). By accepting this new 
device and by signing this notice, you hereby attest that you have met your obligation to preserve all such records 
before such devices are returned to the Agency. Knowing or willful misrepresentation with respect to these matters 
may subject you to administrative, civil, or criminal penalties. 

 
 
 

 
(Note: Records may be preserved by forwarding them to your EPA email account and filing them using EZ Records, or 
copying, saving, downloading or otherwise transferring and reproducing them to an EPA system.) 
 
Quick Reference Guide, How to Save Text Messages: 

  
 
Mobile and Portable Devices, and Records:  

  
 

Limited Personal Use of Government Equipment 
 

Use of this device is subject to EPA’s Limited Personal Use of Government Equipment Policy, CIO 2101.0.   You cannot 
use this device for any unlawful purpose or for any purpose prohibited by EPA policy.  Prohibited activities include but 
are not limited to pornography, gambling, political activity, charitable fundraising, or compensated outside activity. 

 

Specific Rules Regarding Mobile Devices and Mobile Device Software 
 

As a user of a government-issued mobile device, YOU ARE PROHIBITED from modifying the operating system and  
   default storage or security settings and from downloading any software (also known as applications or “Apps”) solely  

for personal use or entertainment on this device.  Do not modify the default setting for retention of text messages on 
this device. 

 
You are prohibited from expending any non-appropriated funds (e.g., your personal money or the funds of a third party) 
to acquire or download any software, tools, data, applications, or other goods or services onto this device, for 
governmental purposes. 

 
You are prohibited from downloading any Apps that are not included in the EPA App Catalog on your mobile device. 
Apps listed in the App Catalog have been approved for Agency authorized use. 

 
Additional policies and procedures, particularly regarding the use of social media, may be found in EPA’s Web 
Guide,   and the Managing Social Media 
Records Procedure,    

 

Personal Property Policy 
 

This device is subject to EPA’s Personal Property Policy and Procedures Manual, No. 4832. EPA may hold its employees 
liable for the loss, damage, or destruction of government personal property or for the unauthorized use of equipment. 5 
U.S.C. § 301. 
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